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INTRODUCTION

This paper was originally
presented at the United Kingdom-
United States Legal Exchange in
London, England, in September
2015. The Exchange, sponsored by
the American College of Trial
Lawyers, originated in 1971,
when Chief Justice Warren Burger
suggested that the College
provide a forum for discussion
about matters of common inter-
est to jurists of the United
Kingdom and the United States.
Since then there have been ten
Exchanges, involving members of
the highest courts of the United
Kingdom and the United States,
as well as leading appellate and
trial judges. A small number of
practitioners from both coun-
tries are invited to present the
views of the Bar.

As a result of the Exchanges,
participants have implemented
improvements in their respec-
tive legal systems. For example,
past participants have credited
the Exchanges with a signifi-
cant role in the establishment
of the Inns of Court movement
in the United States and the
first use of written briefs in
the appellate courts of Great
Britain. Lord Harry Woolf, the
former Chief Justice of England
and Wales, publicly acknowledged
the influence of the Exchanges
in a 1998 report, Access to
Justice, which formed the basis
for sweeping procedural changes
in the British legal system.

global war

on terrorism

has increased

the attention
paid to the “secret” courts responsible for
overseeing and approving covert action.
The United States Foreign Intelligence
Surveillance (“FISA”) Court is a U.S.
federal court established in 1978 to over-
see requests by federal law enforcement
agencies for surveillance warrants against
suspected foreign intelligence agents.
The FISA Court’s work has expanded
and evolved with the times. The United
Kingdom'’s counterpart to the FISA
Court, the Investigatory Powers Tribunal
(“IPT”), established by the Regulation of
Investigatory Powers Act, has the power to
hear complaints arising from the govern-
ment’s surveillance activities, including the
activities of the U.K.’s secret and security
services, MIS and MIG6. Both nations have
also developed procedures to govern the use
in ordinary courts of evidence, including
evidence obtained through or pertaining to
covert surveillance activities, the disclosure
of which might impair national security.

Perhaps by necessity, much judicial

consideration of secret and covert acts
occurs in secret and is insulated from the
adversarial process that is the hallmark
of our common-law tradition. This paper
explores the workings of the U.S. and
U.K. secret courts, focusing especially on
the varying levels of secrecy under each
judicial regime, as well as the rules and
procedures each nation has adopted to facil-
itate review of secret evidence in ordinary
courts. Ultimately, the paper compares and
contrasts the approaches the United States
and the United Kingdom have taken to
provide for judicial review of secret and
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covert acts, including considering potential
policy questions raised by these differing
approaches to secrecy and confidentiality.

The European Convention on Human
Rights (“Convention”) provides that
signatory nations, including the United
Kingdom, must secure to everyone within
their respective jurisdictions the right,
in matters both civil and criminal, to “a
fair and public hearing within a reason-
able time by an independent and impar-
tial tribunal established by law.”? The
Convention requires that judgments “shall
be pronounced publicly,” but it allows for
nonpublic proceedings “in the interests of
morals, public order or national security in
a democratic society, where the interests of
juveniles or the protection of the private
life of the parties so require, or to the extent
strictly necessary in the opinion of the court
in special circumstances where publicity
would prejudice the interests of justice.”
The Convention also guarantees the right
of a criminal defendant “to be informed
promptly . . . and in detail, of the nature and
cause of the accusation against him.”

The Convention further proclaims that
“[e}veryone has the right to respect for his
private and family life, his home and his

correspondence.”®

The Convention permits
no “interference by a public authority”
with the right of privacy except “such

as is in accordance with the law and is
necessary in a democratic society in the
interests of national security, public safety

or the economic well-being of the country,
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for the prevention of disorder or crime, for
the protection of health or morals, or for
the protection of the rights and freedoms
of others.””

The United Kingdom adopted these
and other Convention provisions through
passage of the Human Rights Act 1998.°
The Act provides that a public authority
cannot act in a way that “is incompatible
with a Convention right” unless the act
is compelled by “one or more provisions
of primary legislation,” including acts of
Parliament.” Public authorities subject
to that provision include “court{s}” and
“tribunals” as well as any persons perform-
ing “functions of a public nature,” but do
not include “either House of Parliament or
a person exercising functions in connection
with proceedings in Parliament.”’* Anyone
who claims that a public authority has acted
or proposed to act in such an unlawful way,
and that he “is (or would be) a victim of
the unlawful act,” can “bring proceedings
against the authority . . . in the appropriate
court or tribunal” or can otherwise “rely on
the Convention right or rights concerned in
any legal proceedings.”"!

The Human Rights Act thus codified
at least part of the common-law tradition
of openness of criminal and civil proceed-
ings.'? In addition to that codification, the
common law continues to provide addi-
tional protection for the right to public
proceedings."” Broadly speaking, the
requirements of open justice apply to all
tribunals exercising the judicial power of
the state."

In the United Kingdom, the Investigatory
Powers Tribunal (“IPT”) is the “appropri-
ate tribunal” for adjudication of claims
that government surveillance or inter-
ception of communications has violated
any right guaranteed by the Convention
and the Human Rights Act. Parliament
established the IPT through passage of the
Regulation of Investigatory Powers Act
2000 (“RIPA”) as the successor to several
previous tribunals that considered simi-
lar claims.” The IPT currently consists

of ten members appointed by the Queen,
including a president and vice president.'®
All are required to be “senior members of
the legal profession,” and the president and

vice president must hold or have held “high
judicial office.”"” The IPT has jurisdiction
to hear challenges to government surveil-
lance conducted by either national secu-
rity intelligence agencies or domestic law
enforcement, and it is the exclusive forum
in which to challenge such surveillance
under the Convention and the Human
Rights Act.'®

Any person may bring a complaint before
the IPT, without cost, by submitting a
form describing the nature of the complaint
and “a summary of the information on
which [it} is based.”" RIPA provides that a
complaint may be brought by any “person
who is aggrieved by any conduct” subject
to the IPT’s jurisdiction that “he believes
... to have taken place.”® The IPT itself
emphasizes that a complainant is “only
required to believe that covert activity has
taken place” and does not need to provide
evidence because the IPT “is uniquely placed
to facilitate the making and defending [of} a
complaint [and} is able to investigate, obtain
and protect evidence on behalf of all parties
to the complaint.”" The IPT adds, however,
that “it will help your case if you provide
as much information as you can about the
circumstances which lead you to believe that
covert action has been taken against you.”*

The IPT’s investigation of a complaint
is “conducted in private.”? The IPT is
empowered to receive evidence “in any
form,” regardless of whether the evidence
would be admissible in a court of law, and
to hold separate oral hearings at which
the complainant and representatives of
the government can present evidence and
testimony.?* All of these proceedings are
subject to the IPT’s “general duty” to
ensure “that information is not disclosed
to an extent, or in a manner, that is
contrary to the public interest or prejudi-
cial to national security, the prevention or
detection of serious crime, the economic
well-being of the United Kingdom or
the continued discharge of the functions
of any of the intelligence services.”” In
particular, the IPT may not “disclose to
the complainant or to any other person”
any information or documents provided
to the IPT by the government — nor
even the existence of such information or
documents — without the consent of the

responsible officials.?
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The IPT’s decisions are also largely
private, but its remedial power is fairly
broad. If the IPT rules in the complainant’s
favor, it can award the complainant damages
or issue other remedies as it sees fit, includ-
ing an order quashing “any warrant” or
surveillance authorization or requiring the
destruction of any records obtained under
a warrant or authorization or held by any
public authority.”” In that circumstance,
the IPT can notify the complainant of the
determination in his favor and provide a
“summary of that determination including
any findings of fact.”* A losing complainant
can be told only that the IPT made no
determination in his favor, that the IPT
determined that he did not have the right to
bring the complaint, or that the complaint
was frivolous or untimely.”

The IPT’s disclosures remain subject to
the IPT’s aforementioned “general duty”
to ensure that they are not prejudicial to
national security or the public interest.*
From its inception in 2000 until 2014,
however, the IPT upheld no complaints
relating to any of the United Kingdom'’s
intelligence agencies.” The IPT has upheld a
handful of complaints against local author-
ities based on relatively trivial but never-
theless unlawful surveillance, including, for
example, the use of closed-circuit television
“to detect persistent dog fouling.”*

Notwithstanding the various secrecy
requirements to which it is subject,*
the IPT has sought to provide a measure
of transparency pursuant to its residual
authority to regulate its own proceedings.
For example, “[elven though [RIPA} stip-
ulates that all hearings will be in private,”
the IPT has developed procedures to enable
some cases to be heard in public “by anony-
mising identities, proceeding on the basis
of assumed facts or examining the legal
points behind the allegation.”** In partic-
ular, the IPT “strives to hold oral hearings
where there is to be argument about points
of law which can be addressed without
the need to review the facts of a case in
detail.”” The IPT has also committed
to publishing its decisions “where at all
possible.”3¢
indicate that the IPT hears approxi-

Although court statistics

mately 150 to 200 cases per year, its
website provides access to only 28 cases
with published decisions.”
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CLOSED MATERIAL PROCEDURES

Outside the IPT, the United Kingdom

has expanded the ability of its ordinary
courts to conduct private proceedings using
“Closed Material Procedures.”*® In general,
Closed Material Procedures allow a court to
determine a case by reference to evidence
that the government presents outside the
presence not only of the nonparty public
and press, but also of the other nongovern-
mental parties to the litigation.

Common Law Background. Closed
Material Procedures deviate from the
common-law rule that parties are enti-
tled to see the evidence against them
and that proceedings should be public.”
Before Parliament expanded the applica-
bility of Closed Material Procedures to
all civil claims, the presumption was that
when sensitive government information
was involved in a case, the government
had to either disclose the information
sought as evidence or concede the issues
pertaining to that information. When a
nongovernmental party sought disclo-
sure of information in the government’s
possession, courts sometimes invoked
a “public interest immunity doctrine”
under which the government could seek
to withhold the information if there was
a “real risk that [disclosure} would harm
the national interest.”* On the govern-
ment’s application, the court weighed the
public interest in secrecy asserted by the
government against the competing public
interest in facilitating the “administration
of justice” by ensuring the court’s access
to “all relevant material.”*' In appropriate
cases, the court inspected the material the
government sought to keep secret, and it
sometimes appointed “special advocates”
to help it decide whether the immunity
doctrine should apply.* If the court ruled
that the public interest favored disclosure,
the government had to either disclose the
information or concede the issues to which
it pertained.® If, on the other hand, the
court agreed that secrecy was warranted,
the evidence could not be used by eizher
party during the litigation.*

Basis for Closed Material Procedures.
The public-interest-immunity doctrine
presented the government with a difficult
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decision: either release information that
might harm the public interest if disclosed,
or lose a case that the government (and
arguably, thus, its citizens) should win
based on that information. Parliament
addressed this tension in a series of acts.

First, the Special Immigration Appeals
Commission Act 1997 provided that the
Immigration Appeals Commission may
exclude an immigrant appellant and his
attorney from any portion of its proceed-
ings.” While the law also allows the
commission to appoint a special advocate
to represent the appellant’s interests before
the Commission during closed proceedings,
it provides that such an advocate “shall not
be responsible to the person whose interests
he is appointed to represent.”

Next, the Prevention of Terrorism Act
2005 provided that courts may exclude
the affected party and his attorney from
proceedings regarding “control orders”
(which are used to restrict an individu-
al’s liberty for the purpose of “protecting
members of the public from a risk of
terrorism”), while authorizing the appoint-
ment of a special advocate to represent the
interests of, but not be responsible to, the
party during closed proceedings.

In 2007, Parliament’s Joint Committee
on Human Rights criticized the use
of such special advocates as being
“‘Kafkaesque’ or like the Star Chamber”
and “a process which is not just offen-
sive to the basic principles of adversarial
justice in which lawyers are steeped, but

.. very much against basic notions of fair

play as the lay public would understand
them.”® The Committee proposed various
reforms, but the government, through
the Secretary of State for the Home
Department, responded that adopting the
Committee’s proposals “could poten-
tially be damaging to the public interest,
including to the extent of endangering the
lives of members of the public.”®

A year later, Parliament passed the
Counter-Terrorism Act 2008, which
extended Closed Material Procedures
(including the use of special advocates)
to appeals of government orders impos-
ing “financial restrictions” on those the
government determines have engaged in
activities such as terrorist financing and
money laundering.*
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Al Rawi v. The Security Service.

It was against this backdrop that the
government sought a further expansion of
Closed Material Procedures in a civil case,
even though there was no clear statu-

tory framework for doing so. In A/ Rawi

v. The Security Service, a group of former
Guantanamo Bay detainees sued the U.K.
government for its role in their deten-
tion and treatment at the U.S. facility.”!
The government acknowledged its role
but sought to present a defense based on
evidence that it claimed had to be with-
held in light of the public interest favor-
ing nondisclosure.’? The former detainees
argued that the government should follow
the common-law public-interest-immunity
procedures, and thus either lose the ability
to defend based on the evidence or disclose
it publicly.”® The government responded
that the court had “the power to substitute,
at least in exceptional cases, a closed mate-
rial procedure for a conventional [public
interest immunity} exercise.”*

Both the Court of Appeal and the U.K.
Supreme Court agreed with the former
detainees, holding that only Parliament
could authorize the use of Closed Material
Procedures.” Lord Dyson reasoned that
those procedures involve “an invasion of
... fundamental common law principles”
and that “if a closed material procedure is
to be available in ordinary civil claims, the
decision as to when it might be ‘necessary’
for such a procedure to be used should be
left to Parliament.”®

Justice and Security Act 2013.
Parliament provided a statutory under-
pinning for applying Closed Material
Procedures in civil cases generally in the
form of the Justice and Security Act 2013.
Under this law, in conjunction with Part
82 of the Civil Procedure Rules, a court
can declare certain civil proceedings and
evidence immune from public disclosure
and nonetheless allow the nondisclosed
evidence to affect the case.”’

The Justice and Security Act created
a two-step process to trigger closed
proceedings. First, to establish that the
case is one in which closed proceedings
or secret evidence might be appropriate,
the government must show that the case
will require a party to disclose “sensitive

material” and that allowing the govern-
ment to seek closure is “in the interests
of the fair and effective administration of
justice.”® Second, if the court declares that
closed proceedings may be appropriate,
the government can formally move to close
proceedings or withhold evidence from
anyone other than the court, a special advo-
cate appearing on behalf of an excluded
party, or the Secretary of State.” The court
must consider that request “in the absence
of every other party to the proceedings (and
every other party’s legal representative),”
and it must allow the government to with-
hold the material if it finds that disclosure
“would be damaging to the interests of
national security.”® The court can order
the government to provide a summary of
the withheld material to the other parties,
but only to the extent that the disclosures
in the summary would not harm national
security.® A special advocate may be
appointed to “represent the interests of” an
excluded party during closed proceedings,
but the advocate is “not responsible to,”
and is prohibited from sharing nondis-
closed material with, the excluded party.*
In the first year after passage of the
Justice and Security Act, the U.K. govern-
ment sought a declaration that Closed
Material Procedures might be appropriate
on five occasions.®® As of June 2014, two
of those five requests had been granted and
three remained outstanding.*

UNITED STATES

LAW GOVERNING OPENNESS OF JUDICIAL
PROCEEDINGS AND RELATED RIGHTS
Under both common law and the U.S.
Constitution, U.S. court proceedings are
presumptively open to the public. The
First and Sixth Amendments to the U.S.
Constitution guarantee the historic right
of a public criminal trial and other crimi-
nal proceedings.” The Sixth Amendment
also protects the right of a criminal defen-
dant to confront and cross-examine the
witnesses against him.* Likewise, the U.S.
Constitution’s guarantee of due process

of law provides at least some protection
against ex parte presentation of evidence
and argument in civil and administrative
proceedings.”” Many federal courts have
also held that the First Amendment safe-
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guards the common-law right of access to
civil proceedings.®®

The U.S. Constitution does not
expressly protect a general right to
privacy. The Fourth Amendment,
however, guarantees the “right of the
people to be secure in their persons,
houses, papers, and effects, against unrea-
sonable searches and seizures.”® The U.S.
Supreme Court has held that the Fourth
Amendment generally requires a judicial
warrant for law-enforcement searches
aimed at discovering evidence of criminal
wrongdoing and for electronic surveillance
related to “domestic security.””®

THE FISA COURT
In passing the Foreign Intelligence
Surveillance Act of 1978 (“FISA”),
Congress created a special court system
that operates outside the open framework
that normally governs U.S. courts.” The
Foreign Intelligence Surveillance Court
(“FISA Court”) has exclusive jurisdiction to
hear government applications for approval
of foreign intelligence collection activities,
including electronic surveillance, physical
searches, and orders to compel production.”
It currently consists of eleven district court
judges, designated publicly by the chief
justice of the United States, who serve stag-
gered, nonrenewable seven-year terms.”
One of these judges is designated by the
chief justice as presiding judge.™

The Foreign Intelligence Surveillance
Court of Review, consisting of three district
court or court of appeals judges designated
by the chief justice, is available to review
decisions of the FISA Court at the govern-
ment’s request.”” That court, however, had
no occasion to meet until 2002 because of
the government’s “almost perfect record . . .
in obtaining the surveillance warrants and
other powers it requested from” the FISA
Court.”® Of the more than 36,000 elec-
tronic surveillance applications the govern-
ment presented to the FISA Court from
1979 through 2014, the court modified the
proposed orders in about 1.5 percent of the
applications and rejected 12 — a govern-
ment success rate of about 99.97 percent.”’
The FISA Court has no independent
investigatory authority, and thus no ability
to police the government’s compliance
with its orders unless the government itself
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brings problems to the court’s attention.”

The FISA Court considers the govern-
ment’s applications in ex parte proceedings
in which only the government can partic-
ipate.” The government’s applications, as
well as “the overwhelming majority” of
the Court’s orders, are classified and “kept
behind closed doors in a secure facility.”®
The FISA Court judge who authored an
opinion or order, however, can request
that it be published, and the presiding
judge may so direct.®! Before publication,
the Court may (but need not) direct the
government to review and redact the docu-
ment as necessary to protect classified infor-
mation.*? In short, although “[olther courts
operate primarily in public, with secrecy
the exception,” the FISA Court “operates
primarily in secret, with public access the
exception.”®

Recent legislative reform efforts,
however, may reduce that secrecy some-
what. The USA FREEDOM Act, signed
into law on June 2, 2015, mandates the
disclosure, to the greatest extent possible
consistent with national security, of any
FISA Court decision “that includes a signif-
icant construction or interpretation of any
provision of " FISA.#

USE OF EVIDENCE OBTAINED UNDER FISA
IN OTHER PROCEEDINGS

While FISA Court proceedings and orders
usually remain private, if the government
intends to use evidence obtained through
FISA-authorized surveillance against a
party who was subject to that surveil-
lance in any legal proceeding, including

a criminal prosecution, the government
must notify the party that it intends to
use or disclose such evidence.® The party
can have the evidence suppressed if he can
establish that the surveillance was autho-
rized or conducted unlawfully.* Challenges
to FISA-related evidence, however, are
generally resolved by the court ex parze

and without adversary procedures. When
a party moves to suppress FISA-related
evidence, if the attorney general files an
affidavit stating that “disclosure or an
adversary hearing would harm the national
security,” the court reviews “in camera and
ex parte” the application, order, and any
other materials necessary to determine
whether the surveillance was lawful.*” The
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court can disclose these materials to the
movant “under appropriate security proce-
dures,” but only if it determines that such
disclosure is “necessary to make an accurate
determination of the legality of the surveil-
lance.”® No court has ever allowed a party
seeking to suppress FISA-related evidence,
or his attorney, to review FISA materials.®

In January 2014, a U.S. district court
ordered the government to disclose FISA
application materials to a criminal defense
attorney challenging the legality of a
FISA warrant.” The court reasoned that
the “adversarial process is the bedrock of
effective assistance of counsel protected by
the Sixth Amendment” and would help the
court to make “an accurate determination
of the legality of the surveillance.”" It also
pointed out that the defense attorney’s
security clearance would have allowed him
to review the materials, had he worked for
the court or the prosecution.”” The court
of appeals reversed, holding that FISA
forbids disclosure except where necessary to
enable the court to determine the legality
of the surveillance.” The court observed
that “federal judicial procedure” is neither
“always adversarial” nor “always fully
public,” and it reasoned that the national
security interests underlying FISA required
that “[clonventional adversary procedure
.. . be compromised in recognition of valid
social interests that compete with the social
interest in openness.” The court of appeals
reached its decision in part based on an ex
parte, in camera examination of government
counsel from which defense counsel was
excluded.”

It is also “widely assumed” that the
U.S. Supreme Court’s decision in Franks v.
Delaware, allowing a criminal defendant
to challenge the truthfulness of a warrant
affidavit, applies to FISA applications.”® In
practice, however, Franks adds little to the
framework set forth in FISA for chal-
lenging the lawfulness of FISA-approved
surveillance. To obtain an evidentiary
hearing on the veracity of the government’s
FISA application, the defendant must make
a “substantial preliminary showing” that
the application was deliberately or reck-
lessly false or misleading.”” That required
showing is a “virtually insurmountable
obstacle” to defendants who are denied
access to the application.” As one district
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court has observed, the “quest to satisfy the
Franks requirements” without access to the
FISA application and related materials is
apt to resemble a “wild-goose chase.””

Federal courts in the United States are
courts of limited jurisdiction. Under the
U.S. Constitution, the federal judicial
power is limited to resolving “cases” and
“controversies.”'™ Based on that limita-
tion and underlying separation-of-powers
principles, the U.S. Supreme Court has
held that for a plaintiff to have standing
to sue in federal court, the plaintiff must
“have suffered or be imminently threat-
ened with a concrete and particularized
‘injury in fact’ that is fairly traceable to
the challenged action of the defendant and
likely to be redressed by a favorable judicial
decision.”™!

Standing presents a significant obstacle
to plaintiffs seeking to challenge allegedly
unlawful governmental surveillance, as
the secrecy surrounding such surveillance
makes it difficult for a plaintiff to estab-
lish that he is an injured party. The U.S.
Supreme Court’s 2013 decision in Clapper
v. Amnesty International USA exemplifies
that difficulty.' In that case a diverse
group of plaintiffs, including attorneys
and human rights, labor, legal, and media
organizations, brought suit challenging the
constitutionality of FISA’s authorization of
surveillance targeting the communications
of non-U.S. persons located abroad.'®® The
plaintiffs alleged that their work required
them to engage in sensitive or privileged
communications with individuals located
abroad, that some of their foreign contacts
were likely to become targets of FISA
surveillance, and that they had taken costly
and burdensome measures to avoid surveil-
lance of their communications with those
foreign contacts.'” The Supreme Court
held that plaintiffs lacked standing to sue
because they had “no actual knowledge of
the Government’s [surveillance} practices”
and therefore could not establish that their
communications had been or imminently
would be targeted for interception by the
government.'?

Another obstacle to surveillance-related
litigation in U.S. courts is the common-law

“state secrets privilege.” U.S. courts gener-
ally operate openly and allow for expansive
methods of discovery (akin to disclosure

in the United Kingdom) by which the
parties in civil cases can obtain informa-
tion relevant to their claims or defenses.
Information sought in discovery “need not
be admissible in evidence in order to be

discoverable.”!%

The state secrets privi-
lege departs from this norm and allows
the government to withhold information
from discovery “when disclosure would

be inimical to national security.”’” When
the government invokes the state secrets
privilege, the court must decide whether
there is a “reasonable danger” that disclo-
sure “will jeopardize national security,”
while affording the “utmost deference”

to the executive’s determination on that
score, and without disclosing the assertedly
privileged material to the party seeking its
production.'®®

Application of the state secrets privi-
lege can involve more than withholding
information from a nongovernment party
in litigation: It also can require dismissal
of a case altogether.'” Courts will dismiss
a case based on the state secrets privilege
not only when withholding of the priv-
ileged information prevents a plaintiff
from obtaining evidence needed to state a
prima facie claim (as can occur with other
evidentiary privileges), but also where
the privilege makes it so difficult for the
defendant to assert a defense that the
fact-finder “is likely to reach an erroneous
conclusion” absent the evidence, and where
the privileged information is so intertwined
with the nonprivileged information needed
to litigate the case that allowing the case to
move forward “would present an unaccept-
able risk of disclosing state secrets.”'!

The privilege usually arises in cases
where the government is a party. But courts
have allowed the government to intervene
in litigation between nongovernmental
parties, assert that the litigation threatens
state secrets, present detailed arguments
to that effect in private, and then move to
dismiss the case on those grounds.'"! Thus,
a civil case between private parties can be
dismissed with prejudice after the govern-
ment makes a secret presentation, and the
party whose case is dismissed can be told
little more than that “[t}he nature of the
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information here requires that counsel

not be granted access.”"'? In short, in such
cases, the court must resort to a “harsh
sanction” and thus leave plaintiffs in a situ-
ation where they “not only do not get their
day in court, but cannot be told why.”'"

The government has invoked the state
secrets privilege in suits challenging
electronic surveillance measures, although
some courts have held that the privilege
is preempted by FISA’s secrecy provisions
where they are applicable.'" Standing and
the state secrets privilege can also work
together to bar plaintiffs’ claims. For
example, one U.S. Court of Appeals held
that an organization seeking to challenge
allegedly unlawful governmental surveil-
lance could not establish injury in fact, and
therefore lacked standing to sue, because
the document on which it relied to estab-
lish “that its members were unlawfully
surveilled” was “protected by the state
secrets privilege.”'"

These obstacles are not insuperable. A
U.S. Court of Appeals recently held that
several civil liberties organizations had
standing to challenge the government’s
telephone metadata collection program,
because secret FISA Court orders leaked to
the public by former government contrac-
tor Edward Snowden, and additional orders
disclosed by the government in the wake
of the Snowden leaks, established that the
government had collected or might in the
future collect the plaintiffs’ call records.''®
The court rejected the government’s argu-
ment that standing required the plaintiffs
to show not only that their data was being
collected, but also that it was likely to
be reviewed by government agents.''” The
government is not, however, precluded
from raising that argument in future cases.

The foregoing discussion only scratches the
surface of the complex challenges faced by
the United States and the United Kingdom
when it comes to balancing our shared
tradition of open, adversarial judicial
proceedings against the need for secrecy in
an age of global terrorism. Even this much,
however, makes it evident that both nations
have been struggling with similar issues
and that each can learn much from the
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other’s efforts. The following topics, among
others, may be fertile areas for discussion
and exchange of ideas.

EX ANTE JUDICIAL REVIEW OF
SURVETLLANCE ACTIVITIES

Our two nations have taken different
approaches to ex ante judicial review of
proposed governmental surveillance. The
United Kingdom appears not to require
prior judicial authorization for intel-
ligence-related surveillance activities,
whereas the United States has established
the FISA Court to rule prospectively on
applications to engage in such activities.
The FISA Court has been subject to crit-
icism on a variety of grounds, including
its secrecy, its nonadversarial procedures,
and the high rate at which it historically
has granted the government’s applications.
But even secret proceedings may provide
a meaningful check on abuses of power,
and it is at least theoretically possible that
the government’s high success rate before
the FISA Court reflects not (or not only)
that court’s pliancy, but also governmental
self-policing motivated in part by the need
to preserve the government’s credibility
with the court. The United States” expe-
rience with the FISA Court thus provides
a jumping-off point for considering the
efficacy of ex ante mechanisms of judicial

review.

EX POST CHALLENGES TO
SURVETLLANCE ACTIVITIES
Our nations have also taken differing
approaches to litigation challenging
the lawfulness of completed or ongoing
governmental surveillance. The United
Kingdom channels citizen complaints
about surveillance to the IPT, a tribunal
specially designed by Parliament to deal
with the secrecy issues that such litigation
necessarily entails. The United States, by
contrast, allows those claims to be brought
in regular courts, where secrecy concerns
are addressed largely pursuant to judicially
crafted rules like the state secrets privilege.
Thus, consideration of both countries’
experiences may shed light on whether
this type of litigation is better handled by
specialized tribunals or ordinary courts.
Our nations also appear to use different
standards for determining who can sue

over governmental surveillance activi-

ties. As noted above, the IPT advertises
that an individual who “believes” he

has been subjected to covert action may
bring a complaint before the tribunal
without having to support that belief

with evidence, and it promises to use its
investigatory powers to obtain evidence
from the government to determine whether
there is any basis for the complaint. No
institution in the United States can make
a similar offer to individuals who are
concerned about governmental surveillance
but lack evidence that they personally
have been, or are likely imminently to

be, surveilled. Moreover, the IPT recently
held that affirmative disclosure of the
privacy-protecting safeguards built into

a governmental surveillance program was
required in order to make the program
lawful under the European Convention.'"*
U.S. standing rules, which are based in the
Constitution’s requirement of a concrete
“case or controversy,” would probably not
permit a plaintiff who could not show that
he had been or was likely to be subject to
surveillance to assert injury based solely on
the government’s failure to disclose extant
privacy protections.

Although the U.S. Constitution might
not permit the creation of a judicial tribu-
nal with powers like the IPT’s within the
U.S. federal judiciary, the precise contours
of constitutional standing rules are a
subject of continuing debate. (Whether
some kind of administrative tribunal or
legislative “Article I” court might be
possible is another matter and may be
worth exploration.) The United Kingdom’s
experience with the IPT may offer valu-
able insight regarding the pros and cons of
relaxing standing requirements in certain
types of surveillance cases.

SECRECY OF SPECIALIZED COURTS
Although the FISA Court and the IPT are
involved at different stages of the surveil-
lance process, with the former considering
prospective warrant applications by the
government and the latter considering
retrospective complaints by citizens, they
face much the same challenges when it
comes to secrecy. Both tribunals were
created to decide matters that are of great
interest to the public but require consid-
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eration of evidence and information that,

if disclosed, could harm national security.
The IPT has adopted a variety of measures
that attempt to balance those competing
interests and to enhance the transparency
of its proceedings. For example, the IPT
has committed to holding open hearings
and publishing its decisions whenever
possible; and it has developed techniques
for doing so, such as addressing questions
of law based on assumed facts. It is possible
that some of those techniques could be
adapted to facilitate greater transparency of
proceedings in the FISA Court (and perhaps
also in ordinary U.S. courts considering
challenges to the legality of FISA warrants),
so any lessons the United Kingdom has
learned from its experimentation in this
area may be of interest to the United States.

USE OF SECRET EVIDENCE IN
ORDINARY COURTS

There appear to be several notable differ-
ences between the U.S. and U.K. frame-
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works for dealing with the use in ordinary
litigation of secret evidence related to
governmental surveillance or other intel-
ligence activities. With the Justice and
Security Act 2013, the United Kingdom
has codified formal procedures for enabling
the government to introduce, and the
courts to consider, secret evidence in liti-
gation without the need for that evidence
to be disclosed to the adverse party. The
United States has no such formalized
procedures; the common-law state secrets
privilege, however, may perform much the
same function. Further comparative study
may illuminate the benefits and drawbacks
of codifying procedures for the use of secret
evidence versus allowing those proce-
dures to be developed by the judiciary in
common-law fashion.!*?

Another difference that may be worth
exploring is the law’s treatment of offen-
sive versus defensive use of secret evidence
by the government. Where the govern-
ment is a defendant (as in suits challeng-
ing allegedly unlawful surveillance), the
U.S. state secrets doctrine has much the
same effect as the U.K. Closed Material
Procedures. If the government asserts that
it has a valid defense that is based on state
secrets, a court will ordinarily review the
secret material ex parte and in camera and
may decide that the evidence requires
dismissal of the plaintiff’s case, without
the plaintiff or its lawyers ever being able
to review the government’s evidence. The
same result is evidently possible under the
Closed Material Procedures, although those
procedures might include the appoint-
ment of a special advocate to provide a
greater measure of adversarial testing of the
government’s case than is possible in the
U.S. system.

On the other hand, the U.S. system
does not provide ready means for the
government to use secret information offen-
sively. In a criminal prosecution where the
government seeks to rely on information
obtained through FISA-authorized surveil-
lance, the defendant and his lawyer will
typically not be able to access secret materi-
als that might otherwise be used to seek
suppression of the information, but they
will have access to the information that the
government seeks to use as evidence against
them. By contrast, the Justice and Security
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Act 2013 seems to contemplate the use of
Closed Material Procedures to enable the
government to use secret evidence both
defensively and offensively without having
to disclose that evidence to the other party.
This apparent difference may be worth
exploring.

USE OF SPECIAL ADVOCATES

As described above, over the past two
decades, the United Kingdom has gained
significant experience with the use of
special advocates. These advocates are
appointed to introduce an element of
adversarial procedure into matters where
the government’s need to rely on secret
evidence would otherwise prevent the
government’s case from being tested in the
traditional manner. The United States is set
to begin a similar experiment. The recently
passed USA FREEDOM Act authorizes the
FISA Court to appoint an amicus curiae with
expertise in “privacy and civil liberties,
intelligence collection, telecommunica-
tions,” or any other relevant area to present
argument in any case before the Court, and
requires it to appoint such an individual in
any case that the court determines “pres-
ents a novel or significant interpretation of
the law.”? Moreover, such court-appointed
amici could theoretically also be used to
assist U.S. courts in considering govern-
mental invocations of the state secrets
privilege. The United Kingdom’s experi-
ence with special advocates, and criticism
of their use by members of Parliament and
others, may provide helpful guidance on
how such a quasi-adversarial system can be
made to work in the United States and on
the challenges that system is likely to face.

The authors thank Justice Stephen Breyer for his
review of the paper and thank Merritt McAlister,
Paul Alessio Mezzina, Matthew Cate, Tyler Bishop,
and Alex Blumberg for their assistance in preparing
this paper.
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=

Id. § 65(1); Membership—List of Current
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See Foreign Intelligence Surveillance Act of 1978,
Pub. L. No. 95-511, 92 Stat. 1783 (codified as
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50 U.S.C. §§ 1803(a), 1822(c), 1842(a)(1),
1861(b)(1).

Id. § 1803(a)(1), (d).
FISA Ct. Rule 4(b).
Id. § 1803(b), 1822(d).
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See Foreign Intelligence Surveillance Act Court
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106 Fed. R. Civ. P. 26(b). At the end of 2015, the

U.S. Congress amended this rule. Until then,

the Rule provided that information sought in
discovery need not be admissible at trial, so

long as it “appears reasonably calculated to lead
to the discovery of admissible evidence.” See
Proposed Amendments to the Federal Rules

of Civil Procedure 12 (Apr. 29, 2015), htep://
www.supremecourt.gov/orders/courtorders/
frevl5(update) _1823.pdf. That language had led
some courts to apply an unduly expansive test for
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17 Zuckerbraun v. Gen. Dynamics Corp., 935 E2d

544, 546 (2d Cir. 1991); see United States v.
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2015 WL 1344479, at *2 (S.D.N.Y. Mar. 23,
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when it occurred, because the party asserting the
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tion in a “privilege log.” See Fed. R. Civ. P 26(b)(5).
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State secrets privilege cases in the U.S. are not
particularly numerous. In the last three years, for
example, the federal appellate courts have issued
only eight decisions that even used the term “state
secrets privilege.” Of those, only two dealt with
the privilege at any length. See United States v.
Sedaghaty, 728 E.3d 885 (9th Cir. 2013); Al-Hara-
main Islamic Found., Inc. v. Obama, 690 E3d 1089
(9th Cir. 2012), superseded and amended by 705
E3d 845 (9th Cir. 2012).

USA FREEDOM Act, supra note 84, § 401 (to
be codified as 50 U.S.C. § 1803(i)). See also Don
Wallace Jr., Special Advocate ar FISA Court Would
Pass Constitutional Muster, Tae Hirr (Sept. 17,
2014), htep://thehill.com/blogs/congress-blog/
homeland-security/217900-special-advocate-at-fi-
sa-court-would-pass (describing this reform as
creating a “special advocate”).
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