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ot long ago, “friend” was a 
noun, “yelp” meant a shrill 
bark, “twitter” referred to a 

chirp, a “tumbler” was a gymnast or 
a glass, and “facebook,” “youtube,” 
and “instagram” were gibberish. 
Cases now rise and fall on the admis-
sibility of Facebook profiles, Yelp 
reviews, Twitter tweets, YouTube 
videos, Instagram photos, Tumblr 
posts, and other social media evidence 
— and more conventional, but only 
slightly older, electronic data like text 
messages, emails, search engine results, 
and webpages (live or archived).

While the media are new, the appli-
cable evidentiary principles are familiar 
and have easily adapted to them. The 
two overarching issues are authentica-
tion and hearsay. This article focuses on 
authentication beginning with the crit-
ical, and very distinct, roles of judge 

and jury in deciding that question. The 
article then turns to authentication of 
website data, moving from conven-
tional webpages to social media pages. 
It concludes with a discussion of email, 
text, and social media messages.  

I. JUDGE AS GATEKEEPER,
JURY AS DECISION MAKER
The ultimate decision maker on the 
question of authentication is the finder 
of fact. The judge is gatekeeper, but this 
is not Daubert-intensive gatekeeping.  

The principal authentication rule, 
Rule 901(a), provides that: “To satisfy 
the requirement of authenticating or 
identifying an item of evidence, the 
proponent must produce evidence suffi-
cient to support a finding that the item 
is what the proponent claims it is.” The 
court makes the initial decision under 
Rule 104(a) whether the proponent has 

offered sufficient proof that a reasonable 
juror could find in favor of authenticity.1 
If so, then, under Rule 104(b),2 the 
jury makes the ultimate determination 
as to whether the evidence is, in fact, 
what its proponent claims.3 

“Importantly,” as the Fourth Circuit 
has observed, “the burden to authen-
ticate under Rule 901 is not high . . . . 
[A] district court’s role is to serve as
gatekeeper in assessing whether the
proponent has offered a satisfactory
foundation from which the jury could
reasonably find that the evidence is
authentic.”4 “In performing its Rule
104 gate-keeping function, the trial
court itself need not be persuaded that
the proffered evidence is authentic.
The preliminary question for the trial
court to decide is simply whether the
proponent of the evidence has supplied
facts that are sufficient to support a 4
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reasonable jury determination that the 
evidence he has proffered is authentic.”5 
At that point, the issue is for the jury. 

II. CONVENTIONAL WEBSITES
Prima Facie Website
Authentication
In applying Rule 901 authentication
standards to website evidence, there are
three questions that must be answered:

1. What was actually on the website?
2. Does the exhibit or testimony

accurately reflect it?
3. If so, is it attributable to the owner

of the site?

It is generally sufficient, in order to
make a prima facie showing of authen-
ticity, that a witness testifies — or 
certifies in compliance with a statute or 
rule — that:

1. The witness typed in the Internet
address reflected on the exhibit on
the date and at the time stated;

2. The witness logged onto the
website and reviewed its contents;
and

3. The exhibit fairly and accurately
reflects what the witness perceived.6

The exhibit should bear the Internet
address and the date and time the 
webpage was accessed and the contents 
downloaded.7

When evaluating the proffer, the 
court considers whether the exhibit 
bears indicia of reliability, such as:

• Distinctive website design, logos,
photos, or other images associated
with the website or its owner.

• The contents of the webpage are
of a type ordinarily posted on that
website or websites of similar
people or entities.

• The contents of the webpage
remain on the website for the court
to verify.

• The owner of the website has
elsewhere published the same

contents, in whole or in part.
• The contents of the webpage have

been republished elsewhere and
attributed to the website.

• The contents were posted on the
website for some period of time.

The opponent of the evidence is
free to challenge it by adducing facts 
showing that the exhibit does not 
accurately reflect the contents of a 
website, or that those contents are not 
attributable to the ostensible owner 
of the site. There may be legitimate 
questions concerning the ownership 
of the site or attribution of statements 
contained on the site to the ostensible 
owner.8 More by way of authentication 
may be required of a proponent who 
is known to be an information tech-
nology specialist (that is, a computer 
geek) and is both able and motivated 
to modify the proffered website data.9

Self-Authenticating 
Website Data  
Three types of webpage exhibits are 
self-authenticating.

Government Websites. Under Rule 
902(5) (Official Publications), “[a] book, 
pamphlet, or other publication purport-
ing to be issued by a public authority” 
is self-authenticating. Rule 101(b)(6) 
provides that “a reference to any kind of 
written material or any other medium 
includes electronically stored informa-
tion.” Hence, data on governmental 
websites are self-authenticating.10 As 
discussed below, courts regularly take 
judicial notice of these websites.

Newspaper & Periodical Websites.
Under Rule 902(6) (Newspapers 
and Periodicals), “[p]rinted material 
purporting to be a newspaper or peri-
odical” is self-authenticating. Coupled 
with Rule 101(b)(6), which expands 
“printed” to include electronic data, 
newspaper, and periodical material 
that appears on the web — whether or 
not it ever appeared in hard copy — 
is self-authenticating.11 As discussed 
below, courts regularly take judicial 
notice of these websites. (Note that, 

Note that, while the 
contents of articles 
remain subject to hearsay 
analysis, if an article 
is more than 20 years old 
it is not excludable as 
hearsay because it is an 
“ancient document” under 
Rule 803(16), seemingly 
leading to the conclusion 
that incredible tabloid 
articles from the early 
’90s or before are admis-
sible for their truth. 
Sometimes, common sense 
must intrude.

“
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while the contents of articles remain 
subject to hearsay analysis, if an 
article is more than 20 years old it 
is not excludable as hearsay because 
it is an “ancient document” under 
Rule 803(16), seemingly leading to 
the conclusion that incredible tabloid 
articles from the early ’90s or before are 
admissible for their truth. Sometimes, 
common sense must intrude.) 

Websites Certified as Business Records. 
Rules 902(11) and (12) render self- 
authenticating business (organizational) 
records that are certified as satisfying 
Rule 803(6) by “the custodian or 
another qualified person.” Exhibits 
extracted from websites that are 
maintained by, for, and in the ordinary 
course of a business or other regularly 
conducted activity can satisfy this rule.12

Judicial Notice of Website 
Evidence  
“It is not uncommon for courts to take 
judicial notice of factual information 
found on the world wide web.”13  

Governmental Websites. First and 
foremost among the types of Internet 
inference that may be judicially 
noticed is that taken from governmen-
tal websites,14 including:

•	 Federal, state, and local court 
websites.15 

•	 Federal, state, and local agency, 
department and other entities’ 
websites.16

•	 Foreign government websites.17

•	 International organization 
websites.18

Even this rule has exceptions, 
however. For example, one court found 
that data posted on the website of a 
governmental entity, which was a liti-
gant before the court, was in conflict 
with all other evidence (including 
evidence before the governmental 
entity that posted the data) and was 
insufficiently trustworthy to warrant 
judicial notice.19

Nongovernmental Websites. Generally, 
and with some notable exceptions, 

courts are reluctant to take judicial 
notice of nongovernmental websites 
because the Internet “contains an 
unlimited supply of information with 
varying degrees of reliability, perma-
nence, and accessibility” and “is an 
open source” permitting anyone to 
“purchas[e] an Internet address and 
create a website.”20  

Familiar, Frequently Noticed Websites. 
Nonetheless, there are many types of 
nongovernmental websites of which 
courts routinely take judicial notice, 
including:

•	 Internet maps (e.g., Google Maps, 
MapQuest).21

•	 Calendar information.22

•	 Newspaper and periodical 
articles.23

•	 Online versions of textbooks, 
dictionaries, rules, charters.24

Wayback Machine. Archived versions 
of websites as displayed on The 
Wayback Machine (www.archive.org) 
are frequently the subject of judicial 
notice,25 but this is not always the 
case.26 Note that it is only the contents 
of the archived pages that may warrant 
judicial notice — the dates assigned 
to archived pages may not apply to 
images linked to them, and more 
generally, links on archived pages may 
direct to the live web if the object of 
the old link is no longer available.27

Corporate Websites. For certain 
purposes, even private business websites 
may warrant judicial notice.28 Much 
may turn on the purpose for which judi-
cial notice is taken, the nature or stage 
of the proceedings, whether any party 
contests the taking of judicial notice, 
whether the evidence is in the nature of 
a party admission, the importance to the 
outcome of the case of the fact to be 
noticed, and other variables.29  

III. SOCIAL MEDIA WEBSITES
User-Created Pages
Anyone can create a Facebook or other 
social media page in anyone else’s name 
— that is, create a false identity, post a 

phony social media page, send pseud-
onymous messages. Law enforcement 
does this with some regularity.30 There 
is even instruction on the Internet in 
how to create a fake Facebook page.31  

One person may also gain access 
to another’s account, which becomes 
easier and easier as people own more 
and more devices, each of which can 
be used to link to their social media 
accounts.  

Courts are, therefore, circumspect 
in their approach to authentication of 
social media evidence.  

Both the social media page and the 
particular post must be linked to the 
purported author.32 This can be done in 
a variety of ways, including:

•	 An admission from the purported 
author, in or out of court, that he 
or she created the page or posted 
the item.

•	 Testimony of a witness who saw 
the purported author post the item 
to the page.

•	 Testimony of a witness that she 
often communicated with the 
alleged creator of the page through 
that account.

•	 A forensic review of the Internet 
history and hard drive of the 
purported author’s computer or 
other devices.

•	 Information from the social media 
network that links the page or post 
to the purported author.

•	 Circumstantial evidence derived 
from: 
- Witness testimony (Rule 901(a), 
(b)(1)). 
-	 Distinctive characteristics of the 
contents themselves and corrobora-
tive circumstances (Rule 901(b)(4)). 
-	 Descriptions and explanations 
of the technical process or system 
that generated the evidence (Rule 
901(b)(9)).

Among the circumstantial factors 
that may tip the scales in favor of, or 
against, putting the issue to the jury 
for final determination are: 4
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•	 Whether the purported author 
knows the password to the 
account.

•	 How many others know it as well.
•	 That the page or post contains: 

- Nonpublic details of the 
purported author’s life. 
- Other items known uniquely to 
the purported author or a small 
group including him or her. 
- References or links to, or contact 
information about, loved ones, 
relatives, co-workers, others close 
to the purported author. 
- Photos, videos. 
- Cell numbers. 
- Nicknames. 
- Biographical information. 
- The structure or style of 
comments. 
- That the purported author acts in 
accordance with the contents of the 
page or post.33

Social Media Conversations and 
Website Chats 
Evidence of social media conversations 
or more conventional website chats 
may be of interest only to the extent 
that the person who left a salient post-
ing can be identified. Simply to show 
that a posting appears on a particu-
lar user’s webpage is insufficient to 
authenticate the post as one written by 
the accountholder.34 Third-party posts, 
too, must be authenticated by more 
than the names of the purported authors 
reflected on the posts.35 Evidence suffi-
cient to attribute a social media or chat 
room posting to a particular individual 
may include, for example:

•	 Testimony from a witness who 
identifies the social media account 
as that of the alleged author and 
one on which the witness on other 
occasions communicated with the 
accountholder.36

•	 Testimony from a participant in 
the conversation based on firsthand 
knowledge that the transcript 
fairly and accurately captures the 
conversation.37

•	 Evidence that the purported 
author used the same screen name 
on other occasions.38

•	 Evidence that the purported 
author acted in accordance with 
the posting (e.g., when a meeting 
with that person was arranged, he 
or she attended).39

•	 Evidence that the purported 
author identified him- or herself 
as the individual using the screen 
name.

•	 An admission that the social media 
account containing the chat is that 
of the alleged author.40

•	 Use in the conversation of the 
customary signature, nickname, 
or emoticon associated with the 
individual.41

•	 Disclosure in the conversation of 
particularized information that 
is either unique to the purported 
author or known only to a small 
group including the individual.42

•	 Evidence that the individual had 
in his or her possession informa-
tion given to the person using the 
screen name.

•	 Evidence from the hard drive of 
the purported author’s computer 
reflecting that a user of the 
computer used the screen name in 
question.43

•	 Evidence that the chat appears on 
the computer or other device of 
the account owner and purported 
author.44

•	 Evidence that the purported 
author elsewhere discussed the 
same subject matter.45

YouTube and Other  
Online Videos 
The first step in authenticating an 
online video is to satisfy the three-part 
test for website evidence generally. 
That requires evidence that a witness 
accessed a particular page on a partic-
ular site (we will use YouTube as the 
paradigm) and reviewed what was on 
the page, and that a proffered video 
fairly and accurately reflects what the 
witness saw. See § II(A), supra.

A YouTube video can be authenti-
cated circumstantially with evidence 
identifying the individual and items 
depicted, and establishing where and 
roughly when the video was recorded, 
without evidence from YouTube 
(Google) personnel.46

A YouTube video can be rendered 
self-authenticating by obtaining and 
proffering a Rule 902(11) or (12) certi-
fication from a Google custodian of 
records that the video was captured and 
maintained on the company’s servers in 
the ordinary course of business at or near 
the time that users post them.47 If the 
YouTube video is posted on a Facebook 
page, that certification should be 
accompanied by a similar Rule 902(11) 
certification from a Facebook custodian 
of records that the page was captured 
and maintained on Facebook servers in 
the ordinary course of business.48 

Yelp and Other Online Reviews 
The first step in authenticating an 
online review is to satisfy the three-
part test for website evidence generally, 
which is set forth in § II(A), supra. In 
addition to proving that the review 
was posted on the site, it is often 
essential that it identify the author. 
Identification can be established 
circumstantially — for example, by:

•	 The review’s similarity to the 
alleged author’s other writings. 

•	 The reviewer’s use of a pseudonym 
or screen name used elsewhere by 
the alleged author. 

•	 The reviewer’s use of pseudonyms 
that share the alleged author’s 
actual initials.

•	 The alleged author repeating the 
substance of the review elsewhere. 

•	 The alleged author’s failure affir-
matively to deny authorship.49

Instagram and Other Online 
Photo Sites 
The first step in authenticating an 
Instagram photo is to satisfy the 
three-part test for website evidence 
generally, which is set forth in § II(A), 
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supra. Testimony from a witness that 
the witness downloaded a photo from 
Instagram and that the exhibit fairly 
and accurately reflects it may suffice to 
authenticate it.50

IV. EMAIL AND TEXT MESSAGES
Conventional Emails and Texts
The mere fact that an email purports 
to come from someone’s email address 
or a text emanates from a person’s cell 
phone or other device typically is insuf-
ficient to authenticate a message as 
coming from a particular individual.51

Some methods of authenticating 
emails and texts are unique to the 
medium. For example, the “@” desig-
nation of origin in an email address has 
been held sufficient to self-authenticate 
the email as having been sent by the 
organization.52

Many methods of authentication, 
however, are the same or very simi-
lar for both emails and texts, and the 
authentication of either may depend 
on whether the relevant question is 
whether a particular person received an 
emailed or texted message or whether 
someone sent the message.

Whether a Particular Person Received 
a Message. Receipt of an email or text 
may be proved circumstantially with 
evidence that the message was sent to 
the email address or phone number 
assigned at the time to the person, and 
receipt is corroborated by circumstan-
tial evidence, such as:

•	 A reply to the email was received 
from the email address or phone 
number assigned to the person.53

•	 Subsequent communications with 
the person reflect the person’s 
knowledge of the contents of the 
message.54

•	 Subsequent conduct of the person 
reflects the person’s knowledge of 
the contents of the message.55

•	 A participant to an electronic 
conversation testifies that an 
exhibit fairly and accurately 
reflects the messages exchanged 
with the recipient.56

•	 The person produced the message 
in the action.57

Whether a Particular Person Sent a 
Message. That a particular person sent 
a specific email or text may be proved 
circumstantially with evidence that the 
message was received from the email 
address or phone number assigned 
at the time to the person and receipt 
is corroborated by circumstantial 
evidence, such as:

•	 The message contained the type-
written name, nickname, or initials 
of the recipient or the sender,58 or 
reflected the sender’s customary 
use of emoji or emoticons.

•	 If an email, the message contained 
the signature block or electronic 
signature of the person.59

•	 If a text, the sender’s cell phone 
number or name as displayed on 
the cell phone or other device of 
the recipient.60

•	 The contents of the message would 

normally be known only to the 
person or to a discrete number or 
category of people including the 
person.61

•	 Subsequent or contemporaneous 
communications with the person 
reflect the person’s knowledge of 
the contents of the message.62

•	 Subsequent conduct of the person 
reflects the person’s knowledge of 
the contents of the message.63

•	 The recipient had previously 
communicated with the sender 
at the same cell number or email 
address.64  

•	 The sender told the recipient that 
he would email or text her, and 
she soon received a text from an 
account she knew was his.65

•	 The sender alone (or among a 
small group) had the motive to 
send the message.66

•	 The absence of evidence that 
anyone had the motive or opportu-
nity to impersonate the sender in 
sending the message.67

Many methods of authentication, 
however, are the same or very 
similar for both emails and texts, 
and the authentication of either 
may depend on whether the relevant 
question is whether a particular 
person received an emailed or texted 
message or whether someone sent 
the message.

4

“
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•	 The alleged sender or recipi-
ent knows the password to the 
computer, cell phone, or other 
device from which the message 
was sent.68

•	 Evidence that the message was sent 
from the computer or other device 
of the purported author.69

•	 External corroboration that state-
ments made by the alleged sender 
in the message concerning his or 
her whereabouts are accurate.70

•	 The tone, syntax, appearance, and 
other characteristics of the message 
are consistent with that of other 
communications from the alleged 
sender.71  

•	 The person produced the message 
in the action.72

Social Media Messages 
Authentication of messages sent over 
a social network is, at the outset, 
the same as authentication of other 
messages. Because anyone can create a 
social media identity in anyone else’s 
name, “the fact that an electronic 
communication on its face purports 
to originate from a certain person’s 
social networking account is generally 
insufficient standing alone to authen-
ticate that person as the author of 
the communication.”73 Consequently,     
“[t]here must be some ‘confirming 
circumstances’ sufficient for a reason-
able jury to find by a preponderance 
of the evidence that the [purported 
author in fact] authored the e-mails.”74 
“So long as the authenticity of the 
proffered evidence was at least ‘within 

the zone of reasonable disagreement,’ 
the jury [i]s entitled to weigh the cred-
ibility of the[] witnesses and decide 
who was telling the truth.”75  

Circumstantial indicia of authorship 
or receipt parallels those used for email 
and text messages, coupled with the 
indicia for social media conversations, 
all as discussed above.

Conclusion
To borrow from the Second Circuit, 
speaking in another context: “[A]
ttempting to apply established 
[evidence] law in the fast-developing 
world of the Internet is somewhat like 
trying to board a moving bus.”76 So far, 
however, the Rules and the courts have 
been fully up to the challenge.

1	 Fed. R. Evid. 104(a) provides: “The court 
must decide any preliminary question about 
whether a witness is qualified, a privilege 
exists, or evidence is admissible. In so decid-
ing, the court is not bound by evidence rules, 
except those on privilege.”

2	 Fed. R. Evid. 104(b) provides: “When the 
relevance of evidence depends on whether a 
fact exists, proof must be introduced sufficient 
to support a finding that the fact does exist. 
The court may admit the proposed evidence 
on the condition that the proof be introduced 
later.”

3	 See generally United States v. Vayner, 769 F.3d 
125, 129–31 (2d Cir. 2014); United States 
v. Mebrtatu, 543 F. App’x 137, 140–41 (3d 
Cir. 2013); Sublet v. State, No. 42, 2015 Md. 
LEXIS 289, at *44–45, 52–53 (Md. Ct. App. 
Apr. 23, 2015); Parker v. State, 85 A.3d 682, 
688 (Del. 2014); Tienda v. State, 358 S.W.3d 
633, 638 (Tex. Crim. App. 2012); Lorraine v. 
Markel Am. Ins. Co., 241 F.R.D. 534, 539–40 
(D. Md. 2007).

4	 United States v. Hassan, 742 F.3d 104, 133 (4th 
Cir. 2014).  

5	 Tienda v. State, 358 S.W.3d 633, 638 (Tex. 
Crim. App. 2012).  

6	 See, e.g., O’Connor v. Newport Hosp., No. 2012-

87, 2015 R.I. LEXIS 35 (R.I. Sup. Ct. Mar. 
17, 2015) (“To authenticate a printout of a 
web page, the proponent must offer evidence 
that: (1) the printout accurately reflects the 
computer image of the web page as of a spec-
ified date; (2) the website where the posting 
appears is owned or controlled by a particular 
person or entity; and (3) the authorship of the 
web posting is reasonably attributable to that 
person or entity.”); Estate of Konell v. Allied 
Prop. & Cas. Ins. Co., No. 3:10-cv-955-ST, 
2014 U.S. Dist. LEXIS 10183 (D. Or. Jan. 
28, 2014) (“To authenticate a printout of a 
web page, the proponent must offer evidence 
that: (1) the printout accurately reflects the 
computer image of the web page as of a spec-
ified date; (2) the website where the posting 
appears is owned or controlled by a particular 
person or entity; and (3) the authorship of the 
web posting is reasonably attributable to that 
person or entity.”); Smoot v. State, 729 S.E.2d 
416 (Ga. Ct. App. 2012) (“[T]o authenticate a 
printout from a web page, the proponent must 
present evidence from a percipient witness 
stating that the printout accurately reflects the 
content of the page and the image of the page 
on the computer at which the printout was 
made.”), quoting Nightlight Sys. v. Nightlites 
Franchise Sys., No. 1:04-CV-2112-CAP, 2007 
U.S. Dist. LEXIS 95538, at *16 (N.D. Ga. 
May 11, 2007).

7	 See, e.g., Foreword Magazine, Inc. v. OverDrive 
Inc., No. 1:10-cv-1144, 2011 WL 5169384, 
at *4 (W.D. Mich. Oct. 31, 2011) (admit-
ting screenshots from websites, accompanied 
only by the sworn affidavit of an attorney, 
given “other indicia of reliability (such as the 

Internet domain address and the date of print-
out)”); accord Lebewohl v. Heart Attack Grill, 
LLC, 890 F. Supp. 2d 278 (S.D.N.Y. 2012); 
Perfect 10, Inc. v. Cybernet Ventures, Inc., 213 F. 
Supp. 2d 1146, 1154 (C.D. Cal. 2002).

8	 See, e.g., Boim v. Holy Land Found., 511 F.3d 
707 (7th Cir. 2007) (“Where, as here, the 
expert appears to be relying to a great extent 
on web postings to establish a particular fact, 
and where as a result the factfinder would 
be unable to evaluate the soundness of his 
conclusion without hearing the evidence he 
relied on, we believe the expert must lay out, 
in greater detail than [plaintiff’s expert] did, 
the basis for his conclusion that these websites 
are in fact controlled by Hamas and that the 
postings he cites can reasonably and reliably 
be attributed to Hamas.”).

9	 See, e.g., United States v. Jackson, 208 F.3d 633, 
637 (7th Cir. 2000) (“Jackson needed to show 
that the web postings in which the white 
supremacist groups took responsibility for 
the racist mailing actually were posted by the 
groups, as opposed to being slipped onto the 
groups’ web sites by Jackson herself, who was 
a skilled computer user.”).

10	See, e.g., Williams v. Long, 585 F. Supp.2d 679, 
686–88 & n. 4 (D. Md. 2008) (collecting 
cases indicating that postings on government 
websites are inherently authentic or self-au-
thenticating).

11	See, e.g., White v. City of Birmingham, No. 
2:13-cv-00099-KOB, 2015 U.S. Dist. LEXIS 
39187 (N.D. Ala. Mar. 27, 2015) (noting 
sua sponte that news articles from Huntsville 

	 Because authentication of digital evidence 
often requires citation to appropriate 
authority, we’ve allowed the author to provide 
extended endnotes.  – Publisher
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Times website (AL.com) “could be found 
self-authenticating at trial”).

12	See, e.g., United States v. Hassan, 742 F.3d 104, 
132–34 (4th Cir. 2014) (Facebook posts, 
including YouTube videos, accompanied 
by certificates from Facebook and Google 
custodians “verifying that the Facebook 
pages and YouTube videos had been main-
tained as business records in the course of 
regularly conducted business activities” were 
self-authenticating under Rules 803(6) and 
902(11).).

13	O’Toole v. Northrop Grumman Corp., 499 F.3d 
1218, 1224 (10th Cir. 2007), quoted with 
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