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awyers in the United States 
use email to do many things. 
Increasingly, they also want 

district courts to authorize service by 
email on parties outside the United 
States under Federal Rule of Civil 
Procedure 4(f)(3). Service by email may 
seem particularly attractive for intel-
lectual property owners suing foreign 
defendants who sell counterfeit prod-
ucts through online platforms such as 
Amazon. For such defendants, physical 
addresses can be hard to find, whereas 
electronic addresses are not.

The problem is that Rule 4(f)(3) 
allows a court to order service only by 
means “not prohibited by international 
agreement.” The United States is one 
of 84 parties to such an agreement: the 
Hague Service Convention.1 The con-
vention does not expressly mention 
email (it was concluded in 1965), and 
district courts are divided on what this 
silence means.

Some have held that silence equals 
permission, which means that email 
service is not prohibited and is thus 
permissible under Rule 4(f)(3).2 Some 
have held that silence equals pro-
hibition since the means of service 
identified are exclusive, which means 
that email service is impermissi-
ble under Rule 4(f)(3) because it is not 
among the means identified by the 
convention.3 Others still have held 
that email comes within “postal chan-
nels” under Article 10(a), which is a 
means of service that the conven-
tion expressly permits so long as the 
receiving country has not objected.4 
Under this interpretation, email ser-
vice is permitted in countries that 

have not objected to service by postal 
channels but is prohibited in those 
countries that have objected.

District courts have struggled with 
this question in part because motions 
for alternative service under Rule 
4(f) (3) are often made ex parte, so that 
the court hears only one side of the 
argument — the one favoring email 
service.5 This nonadversarial dynamic 
can lead to oversights and errors in the 
case law, on which other judges then 
rely.6 The question of email service on 
foreign defendants has also evaded 
appellate review because many of the 
cases in which courts have ordered 
such service result in default judg-
ments that are never appealed.7 

This essay provides a guide to 
the complex interplay of the Hague 
Service Convention and Rule 4(f). We 
explain when the convention applies 
and when it permits email service. We 
also explain how the convention works 
with Rule 4(f) and, in particular, when 
email service is “prohibited by inter-
national agreement” for purposes of 
(f)(3). The most important takeaway is 
that the convention is mandatory and 
exclusive when it applies, which means 
that the convention’s silence is equiva-
lent to a prohibition. Thus, for service 
by email to be permissible under the 
convention, it would have to fit within 
Article 10(a)’s permission for service by 
postal channels.

The Hague Service Convention
The Hague Service Convention is a 
multilateral treaty intended “to sim-
plify, standardize, and generally 
improve the process of serving doc-

uments abroad.”8 It also protects the 
sovereignty of countries that have 
joined it by limiting the ways in which 
service can be effected. Unlike the 
United States, many countries consider 
service to be a governmental function 
that private parties may not perform.

The U.S. Supreme Court has held 
that “compliance with the Convention 
is mandatory in all cases to which it 
applies,”9 and the convention itself 
states that it applies “in all cases, in 
civil or commercial matters, where 
there is occasion to transmit a judicial 
or extrajudicial document for service 
abroad.”10 By its own terms, then, the 
convention does not apply when the 
defendant does not reside in a country 
that is party to the convention, when 
the defendant can be served in the 
United States without sending docu-
ments abroad, or when the defendant’s 
address is unknown.

Under the convention, each coun-
try designates a “Central Authority” to 
receive and execute requests for ser-
vice from other countries.11 Once it has 
received a request and executed it, the 
central authority must complete and 
return a certificate of service.12 A coun-
try may refuse to execute a request 
for service from another party to the 
convention “only if it deems that com-
pliance would infringe its sovereignty 
or security.”13

Although the central authority 
process is the main mechanism for ser-
vice, the convention expressly permits 
other methods of service under certain 
circumstances. First, Article 8 allows 
the sending state to effectuate service 
through its diplomatic and consular 

What are the rules for serving foreign defendants by email?
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agents so long as the receiving state 
has not objected to this method.14

Second, Article 10 identifies three 
additional methods that are similarly 
available only if the receiving state 
has not objected. Article 10(a) permits 
service through “postal channels,”15 
which (as described further below) 
may include email. Article 10(b) allows 
judicial officers or other competent 
persons in the sending state to serve 
process directly through judicial offi-
cers or other competent persons in the 
receiving state — that is, without going 
through the receiving state’s central 
authority. And Article 10(c) allows par-
ties to litigation in the sending state to 
serve process directly through judicial 
officers or other competent persons in 
the receiving state. A receiving state 
may object to some or all of the meth-
ods laid out in Article 10 or may impose 
conditions on their use. The Hague 
Conference website maintains a list of 
contracting states and the objections 
they have made, making this informa-
tion easy to find.16

Third, Article 11 allows countries 
that have joined the convention to 
agree on additional methods of service 
through separate bilateral or multilat-
eral agreements.

And fourth, Article 19 allows a 
receiving state to consent unilaterally 
to additional methods of service from 
abroad through provisions in its own 
domestic law.

Rule 4(f)(3) and the Exclusive 
Character of the Convention
Of course, service must also be autho-
rized as a matter of U.S. law.17 Federal 
Rule of Civil Procedure 4(f) sets forth 
permissible methods of service for an 
individual “at a place not within any 
judicial district of the United States.” 
Rule 4(h)(2) incorporates Rule 4(f) (with 
one minor exception) for service on 

a business “at a place not within any 
judicial district of the United States.”18 

Rule 4(f) is designed to work in 
tandem with the Hague Service 
Convention. It identifies three options 
for international service:

1) by any internationally agreed 
means of service that is reasonably  
calculated to give notice, such as 
those authorized by the Hague 
Convention on the Service Abroad 
of Judicial and Extrajudicial Docu-
ments;

2) if there is no internationally agreed 
means, or if an international agree-
ment allows but does not specify 
other means, by a method that 
is reasonably calculated to give 
notice:

A) as prescribed by the foreign 
country’s law for service in that 
country in an action in its courts 
of general jurisdiction;

B) as the foreign authority directs 
in response to a letter rogatory 
or letter of request; or

C) unless prohibited by the foreign 
country’s law, by:
i) delivering a copy of the sum-

mons and of the complaint to 
the individual personally; or

ii) using any form of mail that the 
clerk addresses and sends to 
the individual and that requires 
a signed receipt; or

3) by other means not prohibited by 
international agreement, as the 
court orders.19

In an oft-cited case in which the con-
vention was not applicable, the Ninth 
Circuit held that the three options in 
Rule 4(f) are nonhierarchical, mean-
ing that the plaintiff need not attempt 
service under (f)(1) or (f)(2) before 
seeking court authorization for alter-
native forms of service under (f)(3).20 

Accepting this reading of the rule, (f)(3) 
nonetheless sets its own limits on its 
applicability.

Rule 4(f)(3) limits alternative forms 
of service to “other means not pro-
hibited by international agreement.” 
The Hague Service Convention pro-
hibits any form of service it does not 
expressly permit because it is man-
datory and exclusive when it applies. 
That means Rule 4(f)(3) rules out 
any form of service not expressly 
permitted under the convention. 
Understanding Rule 4(f)(3) thus turns 
on understanding the exclusive char-
acter of the convention.

That exclusive character is already 
established. The Supreme Court has 
explained that when the convention 
applies, it “provide[s] the exclusive 
means of valid service.”21 Similarly, the 
Department of Justice has stated that 
“[i]f the Convention applies, parties 
cannot agree or stipulate to a method 
of service that the Convention neither 
authorizes nor permits.”22

But the exclusive character of the 
convention is also clear from its “text 
and structure.”23 In particular, all of 
the means of service permitted by 
the convention require the receiving 
state’s consent. By joining the conven-
tion, states agree to accept requests 
for service through a central author-
ity. Articles 8 and 10 authorize certain 
additional means of service, including 
service by “postal channels,” but they 
allow countries to opt out of those 
means of service by objecting to them. 
In contrast, states have no option for 
objecting to forms of service not listed 
in the convention. Articles 11 and 19 
allow contracting states to expressly 
permit additional means of service 
through separate agreements or their 
own domestic laws. If the convention 
were not exclusive and other means of 
service were permissible, these arti-
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cles would be largely superfluous.24 In 
short, if silence is read as permission, 
any method not mentioned in the con-
vention — service through TikTok, for 
example — would be allowed, with no 
requirement of affirmative consent 
and no way for a state to object.

“[T]he Convention’s drafting his-
tory, the views of the Executive, and 
the views of other signatories”25 also 
support reading the convention to pro-
hibit any means of service to which the 
receiving state has not affirmatively 
consented. The authoritative account 
of the convention’s drafting history 
explains that “[t]he drafting group 
considered at length” the question of 
whether “the means of service pro-
vided by the Convention constituted 
the exclusive means of service of judi-
cial documents in the territories of the 
contracting states.”26 Ultimately, “cer-
tain revisions were made to make it 
clear that the Convention machinery 
must be employed in all cases where 
service of process abroad is sought,” 
with the result that “the Convention 
machinery is obligatory.”27   

The positions of other contracting 
states confirm this understanding.28 
In 2003, 2009, and 2024, special com-
missions with broad representation 
from countries that have joined the 
convention adopted conclusions and 
recommendations confirming the 
convention’s “exclusive character.”29 
Citing the conclusions and recommen-
dations of the 2003 and 2009 special 
commissions, the most recent edi-
tion of the Practical Handbook on the 
Operation of the Service Convention 
issued by the Permanent Bureau of 
the Hague Conference on Private 
International Law states that “the 
Convention’s exclusive character is 
now undisputed. Thus, if under the law 
of the forum a judicial or extrajudicial 
document is to be transmitted abroad 

for service, the Convention applies 
and it provides the relevant catalogue 
of possible means of transmission for 
service abroad.”30

In short, the convention provides a 
closed universe of permissible means 
of service, effectively prohibiting other 
means that are not specified. Because 
Rule 4(f)(3) is limited to alternative 
means of service “not prohibited by 
international agreement,” it cannot be 
used to expand the menu of options 
available under the convention.

Serving Foreign Defendants 
by Email
So, when can a federal court authorize 
service by email under Rule 4(f)(3)? They 
can definitely do so if they conclude 
that the convention does not apply. 
Even if the convention does apply, they 
may still be able to do so if the receiv-
ing state has not objected to service by 
“postal channels” under Article 10(a). 

But if the convention applies and the 
receiving state has objected to service 
by postal channels under Article 10(a), 
then service by email is almost surely 
impermissible.

When the Convention Does Not Apply
There are three common scenarios in 
which the convention does not apply. 
First and most obviously, it does not 
apply if the country in which service is 
sought has not joined the convention. 

Second, Article 1 of the convention 
states that “[t]his Convention shall not 
apply where the address of the person 
to be served with the document is not 
known.” Given that Rule 4(f)(3) motions 
are typically made ex parte, it falls to 
the district court to ensure that the 
address of the person to be served is 
in fact unknown. Federal courts have 
required plaintiffs to show “reasonable 
diligence” in their efforts to identify or 
confirm physical addresses of defen-
dants.31 They have also clarified that 
the convention still applies even if the 
defendant has avoided service at its 
known address: In the Third Circuit’s 
words, there is “a difference between 
situations where the defendant’s 
address is not known and the defen-
dant’s whereabouts are not known.”32 
In the latter situation, the convention 
still applies.

Third, Article 1 also limits the con-
vention to instances in which “there is 
occasion to transmit a judicial or extra-
judicial document for service abroad.” 
That means if service can be completed 
within the United States, the conven-
tion does not apply.33 The Supreme 
Court has held, for example, that the 
convention does not apply when the 
foreign defendant can be served within 
the United States through substituted 
service, as provided by state law.34 

But note that when service is com-
pleted within the United States, 

If silence is read 
as permission, 
any method not 
mentioned in the 
convention — 
service through 
TikTok, for 
example — would 
be allowed, with 
no requirement 
of affirmative 
consent and no 
way for a state 
to object.
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service is governed not by Rule 4(f) but 
rather by Rule 4(e).35 Rule 4(e)(1) permits 
service in accordance with state law, 
while Rule 4(e)(2)(C) permits service on 
“an agent authorized by appointment 
or by law to receive service of pro-
cess.” The service within the United 
States, including service by email, must 
fall within one of these categories. 
Rule 4(f)(3) cannot be used to devise ad 
hoc forms of service within the United 
States because Rule 4(f) by its own 
terms does not apply unless service is 
to be completed abroad. 

Under Rule 4(e)(2)(c), the parties 
might agree in advance to appoint 
domestic agents for service of process 
and to accept email service on those 
agents. Parties have limited ability to 
contract around the convention, how-
ever. While parties can agree to accept 
service within the United States — as 
well as agree to the format of such ser-
vice — they cannot agree to means of 
service that entail the transmission of 
documents outside the United States if 
those means conflict with the conven-
tion.36 Thus, a contractual agreement 
to accept service by email in a country 
that has joined the convention, even if 
acceptable as a matter of U.S. domestic 
law, does not relieve the plaintiff and 
the U.S. court from the obligation to 
comply with convention procedures.

When the Convention Applies but the 
Contracting State Has Not Objected 
to Service by “Postal Channels” under 
Article 10(a)
As noted above, when the convention 
applies, Rule 4(f)(3) cannot be used to 
order service by means not permitted by 
the convention. However, the conven-
tion does permit service through “postal 
channels” under Article 10(a) so long as 
the receiving state has not objected to 
it. Some courts have interpreted “postal 
channels” as encompassing electronic 

mail.37 Under this reading, contracting 
states that have not objected to the use 
of postal channels under Article 10(a) 
accept service by email. 

That interpretation has recently 
been bolstered by the conclusions and 
recommendations of a special com-
mission, convened in July 2024 and 
comprising delegates from 57 contract-
ing states, including the United States. 
That commission “noted that Article 
10(a) includes transmission and service 
by e-mail.”38 This understanding aligns 
with the special commissions’ prior 
interpretations of “postal channels” to 
cover other forms of correspondence 
outside of government-controlled mail 
systems, including telegrams, telexes, 
FedEx, and UPS.39

The U.S. government, for its part, 
agrees that email is a “postal channel” 

under Article 10(a),40 and the Supreme 
Court “gives ‘great weight’ to ‘the 
Executive Branch’s interpretation of a 
treaty.’”41 In light of this emerging con-
sensus, email service on defendants 
in contracting states that have not 
objected to such service under Article 
10(a) may be considered permissible. 

There must also be authorization 
to serve by email under U.S. domes-
tic law,42 which is found in Rule 4(f). 
An unsettled question, however, is 
whether service by email under Article 
10(a) is an “internationally agreed 
means of service” under Rule 4(f)(1) 
or whether prior court approval is 
needed under Rule 4(f)(3).43 One view 
is that Rule 4(f)(1) only covers service 
through central authorities because 
that is the sole channel of service that 
the convention affirmatively autho-
rizes. If so, other forms of service 
permitted by the convention must still 
be approved by the U.S. court via Rule 
4(f)(3). Another view is that Rule 4(f)(1) 
covers the alternative channels of ser-
vice under Articles 8 and 10 because 
contracting parties have “agreed” to 
those means in the convention so long 
as the receiving state has not objected 
to them. A similar argument could be 
made for additional methods of service 
agreed to by some subset of countries 
as envisioned by Article 11. Such bilat-
eral arrangements are by definition 
“internationally agreed means.” 

Article 19, which allows a receiving 
state to authorize additional methods 
of service in its domestic law, presents a 
more difficult question. If the contract-
ing state’s domestic law permits service 
by email from abroad, one might argue 
that the parties to the Hague Convention 
“agreed” to it by including Article 19 
in the convention. On the other hand, 
the methods covered by Article 19 are 
authorized unilaterally by the receiving 
state and so are not specifically agreed 

Federal courts 
have required 
plaintiffs to show 
“reasonable 
diligence” in their 
efforts to identify 
or confirm 
physical addresses 
of defendants. 
They have also 
clarified that the 
convention still 
applies even if 
the defendant has 
avoided service at 
its known address.
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between two or more countries. Indeed, 
they may encompass means of service 
unfamiliar to U.S. law. Treating Article 
19 methods of service as not “interna-
tionally agreed,” and thus requiring 
U.S. court approval under Rule 4(f)(3), 
would have the benefit of enabling the 
district court to make its own deter-
mination about whether such service 
is in fact permitted under foreign law 
and is constitutionally sufficient under 
U.S. law.  

To the extent that parties rely on 
Rule 4(f)(1) when invoking service by 
email under Article 10(a), Rule 4(f)(1)’s 
caveat that the “internationally agreed 
means of service [be] reasonably cal-
culated to give notice” provides an 
explicit hook for courts to supervise 
email service to ensure that it is likely 
to reach the defendant. Regardless, a 
cautious plaintiff might wish to seek 
preapproval under Rule 4(f)(3) for email 
service pursuant to Article 10(a).

When the Convention Applies and the 
Contracting State Has Objected to 
Article 10(a)
If a contracting state has affirmatively 
objected to Article 10(a), then there is 
no other textual hook for service by 
email in the convention, which means 
that the convention’s mandatory and 
exclusive character effectively pro-
hibits service by email. And if the 
convention prohibits service by email, 
then Rule 4(f)(3) cannot be used to 
authorize it on an ad hoc basis. 

This scenario is not uncommon. 
Eighteen contracting states have filed 
declarations objecting to service under 
Article 10(a), including China, India, 
Mexico, Germany, and Singapore.44 
Even in this scenario, however, there 
are two ways that service by email may 
still be used — though most likely with 
the assistance of local government 
authorities.  

First, Article 5(b) allows parties 
to request that the central author-
ity arrange service “by a particular 
method requested by the applicant, 
unless such a method is incompatible 
with the law of the State addressed.”45 
That can include a request to serve by 
email, particularly if initial attempts 
to serve the defendant at its physi-
cal address have failed.46 But note that 
such email service must be made by 
the receiving state’s central authority. 
Article 5(b) does not permit email ser-
vice directly by a party to the litigation. 

Second, Article 19 recognizes that 
contracting states may permit addi-
tional methods of transmission for 
“documents coming from abroad, for 
service within [their] territory,” which 
could include service by email. The 
party seeking service has the burden of 
identifying the content of foreign law, 
but under Rule 44.1, courts “may con-
sider any relevant material or source, 
including testimony, whether or not 

submitted by a party or admissible 
under the Federal Rules of Evidence.” 
This can include appointing an amicus 
to provide an impartial assessment of 
the foreign law.47

Even when a contracting state’s 
internal law permits service from 
abroad by electronic means, however, 
it may require such service to be made 
by a court or other governmental offi-
cial. That is, the fact that a state accepts 
service by email does not necessarily 
mean it accepts email service made by 
a private party. In that situation, the 
proper route is to request that the con-
tracting state’s central authority serve 
by email under Article 5(b).

Cases of Exigency or Delay
Some U.S. courts have suggested that 
Article 15 and Rule 4(f)(3) allow courts 
to order additional means of service 
in cases of urgency or when a cen-
tral authority has taken more than six 
months to complete service.48 Article 

Can service be completed without the transmission 
of documents abroad? (For example, if parties have 
contractually agreed to appoint domestic agents for service 
of process or if domestic law permits substituted service)

Is the receiving state a contracting party to the HSC?

Is the defendant’s physical address known? (Plaintiff must 
exercise reasonable diligence in discovering one)

Has the receiving state objected to service by postal 
channels under Article 10(a)?

Has the receiving state entered into a separate agreement 
with the U.S. (Article 11) or adopted a domestic law that 
permits email service by private parties coming from 
abroad (Article 19)?

CAN THE FOREIGN DEFENDANT BE SERVED BY EMAIL?

yes
HSC does not apply; service to be completed 

abroad > apply Rule 4(f)
Email service permissible upon court order 

under Rule 4(f)(3)
no

yes

yes

no

HSC APPLIES

HSC does not apply; service to be completed 
domestically > apply Rule 4(e)

Email service only permissible as allowed by 
state law or federal rule

yes

no

HSC, and thus Rule 4(f)(3), prohibits email service

no
Email service is arguably permissible

Unsettled whether such service falls under 
Rule 4(f)(1) or requires prior court approval 

under Rule 4(f)(3) 

Follow text of agreement or foreign law
Unsettled whether such service falls under 
Rule 4(f)(1) or requires prior court approval 

under Rule 4(f)(3)

yes
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15 addresses the entry of default judg-
ments. It allows contracting states to 
declare, as the United States has done,49 
that a judge “may give judgment even 
if no certificate of service or delivery 
has been received” as long as service 
has been attempted through conven-
tion channels and at least six months 
have elapsed. Article 15 also protects 
the ability of a judge to “order, in case 
of urgency, any provisional or protec-
tive measures.” 

The difficulty is that Article 15 does 
not itself authorize additional means 
of service — it simply allows judges to 
act without completed service.50 It is 
a separate question whether domes-
tic U.S. law requires completed service 
before provisional measures or default 
judgments can be entered. If so, ser-
vice must still be completed pursuant 
to Rule 4, Rule 4(f)(3) is still limited to 
means not “prohibited by interna-
tional agreement,” and the convention 
still prohibits any means of service 
to which the receiving state has not 
consented. In short, the flexibility 
that Article 15 provides only helps in 
instances when U.S. domestic law does 
not require completed service.

The problem is not acute for pre-
liminary measures because many 
such measures can be entered with-
out completion of formal service. More 
challenging is the question of default 
judgments. But note that this situation 
arises only when a number of factors 
are present: the defendant is at a known 
address in a country that has objected 
to all other alternative means of service 
under the convention and the relevant 
central authority has been unable to 
complete service within six months. 

Conclusion
The intersection of Rule 4(f) and the 
Hague Service Convention is compli-
cated. Because the convention provides 

an exclusive set of options for serv-
ing defendants abroad, any means not 
covered is prohibited. That in turn lim-
its the ability of federal courts under 
Rule 4(f)(3) to authorize ad hoc forms 
of service in countries that belong 
to the convention. It is important for 
courts not to ignore the convention’s 
exclusive character out of a sense of 

expediency or practicality. Approving 
service by email when it is prohibited 
by the convention not only undermines 
U.S. treaty obligations but also offends 
the sovereignty of other nations that 
treat service within their territory as a 
sovereign function.

When service by email is sought for 
a defendant residing in a country that 
has joined the convention, there are 
three main options: First, email service 
can be authorized if the defendant’s 
physical address is not known (and 
the plaintiff has made reasonably dil-
igent efforts to ascertain it). Second, 
email service can be authorized if such 
service will be completed within the 
United States pursuant to Rule 4(e). 
Third, email service may be authorized 
if the receiving state has not objected 
to the use of postal channels under 
Article 10(a). Indeed, the emerging 
consensus that Article 10(a) includes 
service by email is an important prac-
tical step toward fitting email service 
within the structure of the Hague 
Service Convention. 

It is important 
for courts not 
to ignore the 
convention’s 
exclusive 
character out 
of a sense of 
expediency or 
practicality. 
Approving service 
by email when it 
is prohibited by 
the convention not 
only undermines 
U.S. treaty 
obligations but 
also offends the 
sovereignty of 
other nations 
that treat 
service within 
their territory 
as a sovereign 
function.
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